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What is OTT?

* Over-the-top Services (OTT)

e “Premium” or “Plus” services “on the top” of standard
Voice service

* In the past:
e SMS
* Premium Text/Message Services
 Downloadable content e.g. Ringtones, Songs, Games,
Wallpaper

* [t used to be very high profit margin service for your
telcos/operators

e But things are changed in the mobile internet world
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OTT in Mobile Internet World

 More choices to consumers!

* You don’t need to download expensive songs from your
telco

e Buy music from anywhere on the internet: Apple,
Google, Microsoft, Spotify

e Many are FREE!

e Consumers pay flat rate mobile data package from telco
and pay OTT fee to someone else

e Less money to telcos!
e Less profit
 They need to do something




What do telcos do?

2 Models:
1. Get consumers to pay more data package

2. Sell OTT services in the same package with data
package



(1) Make consumers use more
data

Data Package

 No ‘unlimited data, unlimited speed’ package
anymore

* You need to choose one
with limited speed
e Limited data with

* Want a better package? Pay us more

* In Thailand, the market is moving to unlimited data,
limited speed model
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Make consumers to use more
data (unconsciously!)

* Free services with some condition
e E.g. access Facebook from your phone with no data
charge
e But if you click any link on Facebook, you will be

charged for data usage
* |f you don’t have data package, it’ll be expensive

e Bill Shock!



TrueMove H — Daily Social Package

Additional Package. easy to Apply. More Savings.
FREE 1O TOPPING. Choose for your own lifestyle.

Additional Package for Social Network

Fee
{(Baht)
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Application Method BUY NOW

Daily Package 3G |EDGE|GPRS
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Terms & Conditions !



Unlimited Social with Conditions

Motes : Special Pricel Now - 30 September 2014 (VAT Excuded) :TElms & Conditions

1. Additional package for daily and weekly the package will be expired at midnight. To continue the service, reapplication is needed.

2, Additional package for monthly The package ‘will be automatically renew every 30 days.
3, Facebook must be use vai a8 mobife phone within www. facebook.com, m.facebook.com. WhatsApp must be used vai its own appl Twitter

must ba used in mobiletwitier.com or Twitter app. / Line must be used vai Line App but excluded Free call function in Line. / Instagram

must ba used in Instagram app.

Motes : Special Pricel Now = 30 September 2014 (VAT Excluded)

1. Additional package for daily and weskly the package will be expired at midnight. To continue thd

. Fecebook must be use vai a mobile phone within www facebook.com, m.facebook.com. [WhatsApg

ML be used in mobile, twitter.com or Twitter app. / Line must be used val Line App out excludec

must be used in Instagram agp.

“Facebook App” is not included



DTAC — Cookie Run

Games without wi
Data charge L P) 10 eura Lives

Also get more in-game bonuses



Nothing is free without conditions
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(2) Telco try to sell modern OTT
packages

e Consumer can find traditional OTT service e.g.
games, music for free on the internet

* Telco needs new, better “digital content” model

e Streaming music
e Streaming movies
e E-books

* Sport content

e Convergence or Triple-play model
e Telco and media industry are going to merge



AlS — Mobile Premier League
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AlS — Conditions
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AlS e-Book Package

) :_#‘hﬁ' & | »
muaunuuu‘[UOU
AU AIS Bookstore

Buffet

ASUISNAUNWANINYERAL
Busiues 2 = uan/aunH



Hybrid Model: Apps with SMS

 Normally, apps and web sites have their own
revenue model e.g. credit card payment or gift card

e But the hybrid model (pay with premium rate SMS)
is also possible

* Not only malware apps use this method
e Legitimate apps also have this kind of payment



Facebook — SMS Verification (OTP)
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What are Login Approvals?

Login Approvals is an extra layer of security that uses your phone to protect
your account.

How it works

But in reality, you need
When lagging in from E_m You t:_an only get By entering the_ Fnde. yqu
s TR R to pay 9 Baht per
— verification message

Facebook provide no information
on premium rate messages




Privacy Concerns

 Sometimes there is no money involved
e You don’t need to pay anything

e But “provide us your privacy information” model
instead

e Again, not only malware apps ask about your
personal information



= .al79% |l 18:34

App permissions

Lookout Security & Antivirus needs access to:

In-app purchases

Make purchases within the app
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App permissions

Your applications information
Retrieve running apps

Your messages

Edit your text messages (SMS or MMS), read your

text messages (SMS or MMS), receive text messages

(SMS), send SMS messages

Your personal information

Add or modify calendar events and send email to
guests without owners' knowledge

Read User Dictionary

Read terms you added to the dictionary

System tools

Delete all app cache data

Bookmarks and History
Read your Web bookmarks and history, write web
bookmarks and history

Phone calls
Read phone status and identity

Network communication
Full network access

Your social information

Modify your contacts, read call log, read your
contacts, write call log

Your location
Approximate location (network-based), precise
location (GPS and network-based)

Camera

Take pictures and videos
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Storage
Modify or delete the contents of your USB storage

Your accounts
Add or remove accounts

Lock screen
Disable your screen lock

This is not Malware!
It’s Lookout Mobile, famous security app
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Key Takeaways

 OTT in mobile internet world
 More choices!!!

* More complexity!!!

* Handle with carel!!!



